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INTRODUCTION

A supervisory control and data acquisition (SCADA) server or gateway allows an operator to
remotely monitor and control the main apparatus and machines used in an automated process. A
SCADA server, gateway, or data concentrator collects information from the different intelligent
electronic devices (IEDs) that supervise the process, and then processes the information to make
it available to a remote supervisory system. The SCADA server or gateway is able to convert data
between different protocols, such as Modbus®, DNP3, IEC 61850, IEC 60870-5, and others.

This application note describes an SEL solution for creating a SCADA server or gateway to
interface substation equipment and apparatus with a SCADA master station.

PROBLEM

SCADA servers and gateways are used in remote locations in close proximity to the systems they
monitor and control. Because of this, SCADA servers and gateways must operate in the same
environments as the apparatus, machines, and systems they control. The environments in these
locations are often harsh, with extreme vibration, shock, heat, moisture, dust, and debris as part of
the normal operating conditions that the computers must endure. SCADA servers and gateways
are critical to the systems they control. If they are not operational, operators have no way to know
the present state of the processes or systems.

SEL SOLUTION

SEL tough computers are designed to be applied in harsh environments without any additional
equipment or special enclosures to protect them. Because the computers are factory loaded with
Microsoft® Windows® operating systems, users can install any Windows-based software to meet
their application needs. Combining SEL computers with the robust SmartGateway software
package from Survalent Technology provides the ideal platform for SCADA server or gateway
applications, or even for human-machine interface (HMI) purposes, if required.

Two of the most important aspects of any supervisory system are reliability and availability.
Using tough computers in a redundant scheme provides for both of these aspects. Figure 1 shows
an example SCADA server setup using the SEL-3354 Embedded Automation Computing
Platform and SmartGateway software. The SEL-3355 Computer can be used instead of SEL-3354
for the SCADA server or gateway.
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Figure 1 SCADA Server Based on SEL-3354 and Survalent SmartGateway Software

SEL Substation-Grade Hardware

SEL tough computers are designed and tested to endure the same harsh conditions as SEL
protective relays. Using a low-power, highly efficient processor and unique thermal design, SEL
computers can operate in a wide temperature range without fans. They have no moving parts, and
solid-state storage makes them immune to shock and vibration. A rack-mount chassis allows them
to be installed in the same standard 19-inch cabinets as other protective and industrial equipment.
An integrated watchdog system monitors computer health and alerts operators to conditions that
could lead to system failure. Integrated power supply options enable SEL computers to directly
connect to a wide range of ac and dc sources, removing the need for external power inverters.
With up to 16 serial ports and 3 Ethernet adapters for copper or fiber connections, an SEL
computer can serve double duty as an HMI and as a SCADA server or gateway, collecting data
from nearby serial and/or Ethernet devices to be sent to enterprise databases and supervisory
control systems. Because SEL computers require zero maintenance and are extremely reliable, the
total cost of ownership is significantly lower than solutions based on office-grade computers and
Servers.

Survalent SmartGateway Software

Survalent Technology, in business since 1964, is one of the leading names in utility SCADA and
HMI systems. SmartGateway is one of many applications available from Survalent. An efficient
software design makes SmartGateway a very robust and well-integrated but lightweight
application that has been used with great success on SEL computing platforms.

The high-level features of this software include the following:
e Local IED data acquisition using protocols such as the following:
— DNP3 (serial or Ethernet)
— IEC 61850 (Manufacturing Message Specification [MMS])
— Modbus RTU or Modbus TCP
— IEC 60870-5-101/103/104
— OPC client
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e Unlimited number of supervised points

e Reports for SCADA, distributed control systems, or HMI systems using protocols such as
the following:

— DNP3 (serial or Ethernet)
— IEC 60870-5-101/104
— Modbus RTU or Modbus TCP
—  OPC server
e Dual serial ports (main and alternate) for reporting to remote supervisory systems
e Drag-and-drop graphical tools for configuration
e |ED wizard for fast IED integration
e Single operation or dual, triple, or quadruple redundancy
e Alarm and event logging with source time-stamping
e Client tools for IED point monitoring (digitals and analogs)
e Client tools for protocol troubleshooting (scan monitor)
e Point grouping and calculations

Figure 2 shows the interface used to define the points to be shared with a remote SCADA system.

File Help
G= e & || 7
Stations - 1D Paint IdentityType 1dentity
[ Communication Lines 1 Calculadas SEL_LOGT 0
& =T 2 2411.5EL_2411_SCADA_IMN30 <Addresss 1
o leds 3 2411.5EL_2411_SCADA_IMN302 <Addresss 2
- IFI D ata Exchangs 4 2411.5EL_2411_SCaDa_|N303 Addiesss 3
" 5] Calculadas SEL_LOG2 <Addressy 4
88 Servers E Calculadas SEL_LOGE chddresss 5
5] CENACE 7 Calculadas SEL_LOG4 <Addressy E
o8 S5L_ZTS 8 MCAD_L1L2 MCADLILZ IN210 <Addresss 7
E-E]] HMI_Survalent 3 MCaD_L1L2MCADLILZ_IN212 <Address: a8
BB Wirtuial Rtus 10 MCAD_L1L2 MCADL1LZ_CCINOO? <Addresss g
e &) CENACE 11 MCAD_L1L2 MCADLTLZ_CCIMODS <Addresss 10
. | T 12 MCAD_L1L2 MCADLTLZ_CCIMODS <Addresss 1A
e 13 Calculadas. SEL_LOGS <Addressy 12
& Analog 14 Calculadas SEL_LOGE <tddresss 13
-] Accumulatar 15 Calculadas SEL_LOG? <Addresss 14
E5] Control 16 MCAD_L1L2 MCADLILZ 52ad1 <hddresss 15
EE]| SetPaint 17 MCAD_L1L2 MCADLILZ_PCTO90 <Addresss 16
2] SIMALPT 18 MCaD_L1L2MCaDLIL2_PCTI00 <Addresss 17
B HMI 19 MCAD_L1L2 MCADLILZ_PSW32 <Addresss 18
5] Datasets 20 MCAD_L1L2MCADLILZ_PLT32 <Addresss 19
21 Calculadas SEL_LOGS <Addressy 20
i8] CENACE 22 Calculadas.SEL_LOGY <Address 21
5 SINALPT 23 Calculadas. SEL_LOG10 <Addressy 22
-5 HM 24 Calculadas SEL_LOGT1 cAddress: 23
8] PRUEBAT 25 Calculadas. SEL_LOG12 <Address: 24
........... ] 051 Nodes 26 Calculadas SEL_LOGT3 <Address: 28
- 27 Caleuladaz. SEL_LOGT4 address: 26
g _________ ?; Eg:’;?esw'ces 25 73180.5EL_21L11_73180_BKILO <hdldress 27
o o e R

Figure 2 Data Exchange Virtual Remote Terminal Unit (RTU) Data Set With Points to Serve to SCADA Center
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Figure 3 shows the troubleshooting tool for monitoring communications between the gateway and
a local IED or between the gateway and the SCADA center.
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Logging of dnp2 started 10:01:30 Tuesday, June 11, 2013
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*** Logging ALL RTUS DEBUGGING ****

Dnp Logging Modes:

s

Default = Log headers only

Hex = Log headers with hex data

Debug =Log headers with hex data and point values
Errors = Log errors only [headers with hex data]

10:01:39.577 DNP2Z <7436> DnploSelectComm: Connect PrimaryA [176.10.21.7f20007] **Failed™*
Emor=0"The operation completed successfully."
Will try to connect again after 20 seconds

10:01:39.577 DNP2 <7436> Error Code: AD8 Rtu 7 (2411) Riu Index: 0
Timeout waiting for application layer response fragment or restart.

10:01:39.577 DNP2 <7436> PrimaryA Callback "Event Class 1,2,3 Data Poll For Downed RTU" Rtu 7 [2411]

Status:B Response Time:5007 msec
10:01:39.577 DNP2Z <7436> Disconnecting PrimaryA [176.10.21.7/20007] due to excessive timeouts

10:01:40.092 DNP2Z <7436> Queue “"Event Class 1,2,3 Data Poll For Downed RTU" Rtu 7 [2411]

10:01:45.099 DNPZ <7436> DnploSelectComm: Connect PrimaryA [176.10.21.7f20007) **Failed**
Emor=0"'The operation completed successfully.'
Will try to connect again after 10 seconds

10:01:45.099 DNPZ2 <7436> PrimaryA Send Rtu 7 [2411] Application Header -
Read "Event Class 1,2,3 Data Poll For Downed RTU"
First:1 Final:1 AppSequence:5 Confirm:0

10:01:45.099 DNPZ <7436> PrimaryA Send Rtu 7 ['Disconnected", 0] Primary Link Header - Unconfirmed User Data
FCV:0 FCB:0 Length:17 Control:0xC4 Source:4 Destination:7
Transport Header - First:1 Final:1 SndTranSeq:36
056411 C407 00 04 00 6E 62

Figure 3 ScanMon - Client Tool for Communications Troubleshooting
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